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USMC doctrine embodies the concept of combined arms: the integration of air and 
ground combat capability to achieve maximum effect on the battlefield. The 
expeditionary nature of the USMC requires tight integration of its combat capabilities 
and effects, to include during transit of forces to the objective area. Emerging 
commercial-off-the-shelf (COTS) handheld communications/computation devices offer a 
means to rapidly evolve the tactical coordination capability between air combat 
elements and ground combat elements. Acquisition strategies to expedite the 
procurement of such devices and achieve economies of scale with respect to cost and 
acquisition/contracting efforts were identified.  
Background 
The Marine Corps Information Enterprise Strategy Implementation Planning Guidance 
advocates for the development of “an affordable, commercially available, non-
proprietary common computing family of end user devices aligned to the Marine Corps 
Commercial Mobile Device Strategy and capable of providing C2 and Situational 
Awareness capabilities at tactical echelons.”  (USMC C4, 2013) This initiative was 
initiated by Marine Corps Systems Command earlier under the project titled, “Trusted 
Handheld,” in 2011; however, a recent request for information (RFI) was released in 
mid-2016, with a closed-out of Sep 2106 seeking availability of commercial products 
capable of satisfying the USMC requirement for sucure end user devices capable of 
wireless connecting to the Harris Falcon-III radio, AN/PRC-117G.  (USMC Systems 
Command, 2016) The current program, for which the RFI was released and is dubbed 
the Marine Corps Common Handheld, seeks to field suitable handheld devices, e.g. 
tablets and smartphones, to small units such as rifle squads, to support rapid situation 
reporting and sharing of tactical situational awareness.  (USMC Press Release, 2016) 
However, a means to streamline the procurement process of such devices is critical to 
ensure their delivery is within the useful lifespan of such rapidly evolving technologies. 
Without such a process there exists the potential for delivery of handheld devices near 
or beyond their obsolesence.  
Findings and Conclusions (to include Process) 
It is well recognized that early identification of design and implementation errors in the 
lifecycle of a system is critical to reducing the cost and impact of such errors. However, 
issues with respect to the integration of commercial-off-the-shelf devices such as 
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smartphones and tablets is less about the functionality of those devices than it is about 
the security ramifications of connecting them to the networks that support the 
warfighter. Several efforts are under way at diverse organizations (services and 
commands) to acquire handheld devices or develop mission specific applications. 
Identification of a common set of hardware/system software capabilities could lead to 
economies of scale if a means of procuring such devices is established such as was 
proposed for desktop computer configurations by The Office of Management and 
Budget.  (OMB, 2015)  However, most programs focus on mission specific requirements 
with little emphasis on wide-spread deployment. The use of a common platform, 
purchased through an acquisition vehicle such as NASA SEWP or GSA Advantage may 
reduce the timeline for receipt of hardware or common software but it does not address 
security ramifications of attaching such devices to DoD networks or testing 
requirements for specialty software. Detailed discussions of these vehicles are included 
in the students’ thesis to be delivered to USMC Aviation in September, 2017.  
Recommendations for Further Research 
Following are areas the warrant further study: 
- Identify common software suites that can be tested for general use by multiple 
commands. 
- Identify common hardware and software configurations that would allow for scales of 
economy purchases through established procurement vehicles. 
- Establish a common operational test and evaluation methodology that will allow for 
rapid procurement authorization for commodity handheld devices.  
 
Note that the full report of this research project will be available upon publication of the 
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